IMAMSTKA
JIJISI OBYUAIOIIIUXCS Ob TH®OPMAIIMOHHOM FE3OITACHOCTH
NETEN

HEJIb34

1. Bcem moapsin cooOmiaTh CBOKO YacTHYIO HHGOpMAIUIO (HACTOSIIHE UMS, (haMUIIHIO, TeIe(OH,
aJipec, HOMep IIKOJIBI, a TakkKe GoTorpaduu CBOU, CBOCH CEMbH U JIpYy3ei);

2. OTKpbIBaTh BJIOKEHHBIE (ailyibl 3JIEKTPOHHOM MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTEIS;
3. I'pyOuTtsh, npuaupathcs, OKa3bplBaTh JaBICHUE — BECTU C€0sl HEBEXKIIMBO U arpeCCUBHO;

4. He pacnopspkaiicss JeHbraMu TBOEW ceMbH 0€3 pa3pellieHus CTapIiX - BCEr/ia CIpalinBai
poauTeneu;

5. He Bctpeuaiics ¢ MTHTepHET-3HAKOMBIMHU B pPEaIbHOM KU3HU - IIOCOBETYICS CO B3POCIIBIM,
KOTOPOMY JOBEpSIEIIb.

OCTOPOXHO

1. He Bce mumyt npasay. Yutaems o cebe HenpaBay B HTepHeTe — coo01miu 00 3TOM CBOMM
POIUTENSIM HIIU ONIEKYHAM;

2. IlpurnamaroT nepenuchBaThCs, UTPaTh, 0OMEHUBATHCS - IPOBEPD, HET JIM MO/IBOXA;
3. He3akonHoe konupoBaHue ¢aitioB B IHTEpHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIIbIM O IpobeMax B CETH - OHU BCErja MOMOTYT;

5. Ucnonp3yit HacTpOiKN 0€301aCHOCTH U MPUBATHOCTH, YTOOBI HE OTEPSATH CBOU aKKAYHTHI B
COIICETAX U IPYTUX MOpTaIax.

MOJXHO

1. YBaxail Ipyrux nojap30BaTeieu;

2. ITonb3yenibest THTEpHET-UCTOYHUKOM - JIeJIail CChUIKY Ha HETO;
3. OTKpBIBail TOJNBKO T€ CCBHUIKHU, B KOTOPHIX YBEPEH;

4, O6H_[aTbC$I 3a MMOMOMIBIO B3POCJIbIM - POAUTEIIHN, OTICKYHBI U aIMUHUCTPALUA CaliTOB BCeraa
IIOMOT'YT;

5. Ilpoiinn oOyueHue Ha caiite «CeTeBUUOK» U MOIYYH NacnopT HU(pPOBOro rpaxaaHuHal
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NHO®OPMALIMOHHASA MAMSATKA JIJISA OBYYAIOIIIUXCSA

C xaJIbIM TOJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHCS OOJIBIIE, A IKOJIBHUKU OJJHA U3 CaMbIX
AaKTHBHBIX IT0JIb30BaTene Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJINYECTBA
BO3MOXHOCTEH, UHTEPHET HECEeT U MpoOsIeMbl. JTa MaMaTKa JI0JKHA IOMOYb Tebe Oe30MMacHo
HaXOJUTHCS B CETH.

KommnerorepHsie BUpYCHI

KoMmbroTepHblii BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrPAMM, OTINYUTEIHHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCSI CHOCOOHOCTH K pa3MHOXKEHHI0. B nonogHeHne kK aTomy,
BHUPYCHI MOTYT OBPEIUTH WJIM TOJHOCTHIO YHUUTOXXKUTh BCe (Dailiibl U TaHHbBIE,
MOJAKOHTPOJIbHBIE MOJIB30BATENI0, OT IMEHH KOTOPOTo Oblia 3amylieHa 3apaxxEéHHas mporpamma,
a TaKKe MOBPEIUTh WIN Ja’Ke YHUUTOKUTH ONEPAllMOHHYIO CUCTEMY CO BceMu ¢ailnaMu B
1enoM. B 6ombpInHCTBE CilydaeB pacipOCTpaHsIOTCS BUPYChl Yepe3 UHTEPHET.

MGTO)II)I 3alIMTBI OT BPECAOHOCHBIX MMPOTpaMM:

1. Mcnionb3yi COBpEMEHHbBIE OTIEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3IHBIN YPOBEHD 3AIUTHI
OT BPEJOHOCHBIX NPOTPaMM;

2. IlocrosiHHO ycTaHaBnuBai madyty (UQPPOBHIE 3aJIaTKH, KOTOPhIE aBTOMAaTHYCCKU
YCTaHABIUBAIOTCS C IENIbIO TOPAOTKU MIPOTPaMMBI) U Ipyrue 0OHOBIIEHUS CBOEH OTepalluOHHOMN
cucteMbl. CkaunBail MX TOJIBKO ¢ O(UIIMATILHOTO caiiTa pazpadborunka OC. Ecnu cymectByer
PEXHUM aBTOMATHYECKOTO OOHOBJICHHUS, BKIIIOUH €Tr0;

3. PabGoraii Ha cBOEM KOMIIBIOTEPE MO ITpaBaMU II0JIb30BATECIIA, @ HC aAMUHUCTpATOPA. 9T0 HE
II03BOJIUT 6OJ'IBI_HI/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJLIMPOBATHCA HA TBOEM IIEPCOHAIBHOM

KOMIIBIOTEPEC,

4, HCHOHLSYﬁ AHTHUBUPYCHBIC IPOTrPAMMHBIC ITPOAYKTBI U3BECTHBIX HpOPI3BO,I[HT€J'I€I>i, C
ABTOMAaTHYECKUM OOHOBJIEHHEM 68.3;

5. Orpanuyb GU3NYECKUIA JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Ucrnonb3yii BHEIIHUE HOCUTENH UH(OpMaLNY, Takue Kak (hielika, JUCK win (aii u3
WHTEPHETA, TOJBKO U3 MPOGEPEHHBIX HCTOYHHKOB;

7. He oTkpbiBaii KoMIbIOTepHBIE (Daiiiibl, MOMTy4YEeHHBIE U3 HEHAAEKHBIX UCTOUYHUKOB. [{axe Te
(aiinbl, KOTOpbIe MpUcIal TBOW 3HAKOMBIH. Jlydilie yTouHM y Hero, OTIpaBIIsil U OH Tebe ux.

Cetu WI-FI

Wi-Fi - 5T0 He Buj nepenaun TaHHBIX, HE TEXHOJOTHs, a BCEro JMInb Open, mapka. Eme B 1991
roJly HUJIepaHcKas KoMranus 3aperucrpuponaina opena « WECA», yto o6o3Hauano
cioBocouetanue « Wireless Fidelity», koTopblif mepeBoanTCs Kak «O6eCIpOBO/IHASI TOUHOCTHY.



Jlo Haiiero BpeMeHH JI01Ia apyras abOpeBuarypa, KoTopas sSBJISE€TCS TAKOU K€ TEXHOJOTUEH.
Oro abbpeBuarypa «Wi-Fi». Takoe Ha3BaHUe ObUIO 1aHO ¢ HAMEKOM Ha CTaHJApT BHICIIUI
3ByKoBo# TexHHKH Hi-Fi, uTo B mepeBoie 03Ha4aeT «BbICOKAsE TOYHOCTDY.

Jla, 6ecrutaTHBIA MHTEPHET-IOCTYII B Ka)e, OTEINSAX U a3pONOpTax SIBISAETCS OTIMIHOM
BO3MO’KHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIIepThl CYMTAIOT, YTO 00IIenocTynusie Wi-
Fi cetn He sBisitoTCst 0€301MaCHBIMHU.

CoBeTbl 110 O€30MacHOCTH padoTe B 001IeA0CTYHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro nunyo uHpopmalmio yepe3 odmenocrynasie Wi-Fi cetu. Paboras B
HHX, KXCJIATCJIBbHO HC BBOAUTH ITAPOJIN AOCTYyIIA, JIOTUHBI U KAKME-TO HOMEPA,

2. Vcrionb3yit 1 OOHOBIIANM aHTUBUPYCHBIE IPOrpaMMBbI U OpaHamayep. Tem caMbIM Thl
obe3omacuirb ceds OT 3aKauKH BUPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonp3zoBanuu Wi-Fi otkmroun ¢yHkimo «OO0muit 7ocTyn K (aiaaM U IPHHTEPAM.
Jannas QyHKIHS 3aKphITa IO YMOJTUYaHUIO, OJJHAKO HEKOTOPHIC MOJIH30BATEITN AKTUBHPYIOT €&
Ut ynoOCTBa MCTOJIb30BaHuUs B paboTe uin yaebe;

4. He ucnonws3yit nyonuuasiidi WI-FI s mepegaun TUYHBIX TaHHBIX, HATIPUMED TS BBIXO/1A B
COIMAJIBHBIE CETH WJIU B AJIEKTPOHHYIO MOYTY;

5. Unmonw3yii Tonbko 3amuimennoe coenuuenne uepe3 HTTPS, a ue HTTP, T1.e. mpu mabope BeO-
azpeca BBoAW UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun pynkmuuio «lloaxmouenne k Wi-Fi aBromatnueckn». He
JOTTyCKail aBTOMaTHYECKOTO TOAKITIOYCHHS YCTPOocTBa K ceTsiM Wi-Fi 6e3 TBoero cormacusi.

COHI/IaJ'IBHBIe CCTHU

COHI/IaJ'IBHBIe CCTH AaKTHUBHO BXOJAT B HAIly )KW3Hb, MHOT'HMEC JIFOAU pa60Ta}0T " XXUBYT TaM
IIOCTOAAHHO, a4 B Facebook YK€ 3apeTUCTPUPOBAH MUJITTUAPA YEJIOBEK, YTO ABJIACTCA OHHOI;'I
CCI[BMOfI BCEX JKUTeJICH maHeThl. MHOTHE IT0JIb30BaTelr HE IIOHUMArOT, 4TO I/IH(l)OpMaHI/IH,
PasMCIICHHAA UMU B COUAJIBHBIX CETAX, MOXKET OBITE HalJieHa ¥ UCII0JIb30BaHa KEM YroaHo, B
TOM 4YHCJI€ He 00513aTEIbHO C OJIaruMHU HaMCpPCHUAMMU.

OCHOBHBIE COBETHI 110 0E€30IIaCHOCTH B COLIMaJIbHBIX CCTAX:

1. Orpannyb ciucok Apy3eil. Y Teds B IpY3baX HE TOJDKHO OBITh CIy4allHBIX U HE3HAKOMBIX
JTIOEH;

2. 3amumail cBOIO 4acTHYIO >kM3Hb. He yka3biBail mapoiu, TesnedoHsl, ajpeca, 1aTy TBOETO
POKICHUS U JPYTYIO JUUHYI0 HHPOPMAIHIO. 3T0YMBIIIJICHHUKHA MOTYT HCIIOJIB30BaTh Jja’ke
MH(OPMAIIHIO O TOM, KaK Thl U TBOU POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYIIbI;

3. 3amuinail CBoro pemyTaluio - IEP>KU €€ B YUCTOTE U 3ajaBail cebe BOTIPOC: XOTel ObI ThI,
YTOOBI IPyrUe MOJIL30BATEIHN BUICH, YTO ThI 3arpyskaeiis? [logymait, mpexae 4emM 4To-To
OMyONMUKOBATh, HAMKMCATDH U 3aTPY3UTh;

4. Eciu ThI roBopuiib C JIFOAbMHU, KOTOPLIX HEC 3HACIIIb, HE I/ICHOJIBS}/ﬁ CBOC PCAJIbBHOC UMS U
APYTYIO JIMYHYIO I/IH(pOpMaL[I/II/IZ HUMs1, MECTO XKUTCIbCTBA, MECTO y‘-IC6I>I " IpoUcee;



5. U36eraii pa3menienus ¢ororpaduii B IuTepHETE, I/1e TH M300pakeH Ha MECTHOCTH, TI0
KOTOPOI MOHO OIPENECIUTh TBOE MECTONOJIOKECHUE;

6. [Ipu peructpalyu B COIUAILHON CETH HEOOXOMMO UCTIOIH30BAThH CIOKHBIC MTAPOJIH,
COCTOSsIIHE U3 OYKB M (P U C KOJUIESCTBOM 3HAKOB HE MEHEE §;

7. JAnst conmanbHOM CeTH, MOUTHl ¥ IPYTUX CATOB HEOOXOMMO HCIIOJIb30BATh Pa3HbIe MAPOJIH.
Torna ecnu Te0st B3IIOMAIOT, TO 3JI0YMBIIUICHHUKH MTOJTy4aT JOCTYI TOJIBKO K OJTHOMY MECTY, a
HE BO BCE cpasy.

DNEeKTPOHHBIC IEHbIU

DNEeKTPOHHBIE IEHbI'U — 3TO OUYEHb YJOOHBIN croco0 IuaTexeil, 0JHaKoO CyIIeCTBYIOT
MOIICHHWKH, KOTOPBIC XOTAT NOJIYYUTH O3TU ACHBIU.

SHGKTPOHHBIG JCHBbI'Y TIOSABUIINCH COBCEM HEAABHO M MMCHHO M3-3a OTOI'0 BO MHOTHUX
rocyaapCrBax 40 CHUX IIOpP HE MPOIMHCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM PYHKIMOHUPYIOT U O HUX Y€ MPOMHCAHO B 3aKOHE, TJI€ UX pa3/IeistoT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE 1 HE aHOHUMHBIE. Pa3HHIIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peaeTcsi MpOBOIUTH ONepanun 6e3 uIeHTU(PUKAIIUU T0JIb30BaTeNs, a B
HEAaHOHMMHBIX UICHTU(PUKAINH TT0Ib30BATENs ABISIETCS 0053aTENbHOM.

Taroke ciieyer pa3nvarh JEKTPOHHbBIE (HAaTHBIC IEHBIH (PaBHBI TOCYAaPCTBEHHBIM BaJTIOTaM)
1 DJICKTPOHHBIC He(praTHBIC JCHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 10 6€30MaCHOM paboTe C IMEKTPOHHBIMU JIEHbIAMHU:

1. IlpuBsku K cyeTy MOOMIIBHBIN TeaehoH. DTO caMblil yIOOHBIN U OBICTPBIN CIOCOO
BOCCTaHOBUTH JIOCTYII K cueTy. [IpuBsi3anublii TenedoH NOMOXKET, eciiy 3a0y/ellb CBOH
IJIATEeKHBIN MapoJib WK 3aieIb Ha CAUT C HE3HAKOMOT'O YCTPOICTBA;

2. Ucnonb3yit onHopaszoBbie napoiiu. [locie nepexoaa Ha yCUIIEHHYIO aBTOpU3AIIHIO TeOe yxe
He Oy/eT yrpoaTh OMAaCHOCTh KPaXkKH UJTU MepexBaTa IIaTeXKHOTO MapoJis;

3. Boibepu cnoxxnblit mapoiib. [Ipectynnrukam Oyner He MPOCTO YraaaTh CIO0KHBINA Tapoib.
HanexHbie mapoiau — 3T0 1mapoJid, KOTOPhIE COJIEp)KaT He MEHee 8 3HAKOB U BKIIFOYAIOT B Ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, HUGPHI U HECKOJIBKO CHMBOJIOB, TaKKE KaK 3HAaK J0JUIapa,
(dyHTa, BOCKIMIATENbHBIN 3HaK U T.I. Hampumep, StROng!;;

4. He BBOJHU CBOH JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HE JOBEPACIIDb.

aﬂeKTpOHHaH IIOHTa

aﬂeKTpOHHaH mo4yTa — 9TO TCXHOJIOTHA U MPEAOCTABIISICMBIC €10 YCIYT'H 11O TIEPECHIIIKE U
MOJIYYCHHIO 3JICKTPOHHBIX COO6IJ.ICHPII>1, KOTOPBIC paclpeaCIAOTCA B KOMHLIOTepHOﬁ CCTH.
OOBIYHO SHCKTpOHHHﬁ IMOYTOBBIN SIIUK BHITJISAIUT CJICAYIOIIUM o6pa30M:
I/IMH_HOJ]LBOBE[TCJBI@I/IM}I_I[OMCH& Taxokxe KpOMC Iepeaavuu MpOCTOTrO TCKCTA, UMCCTCA

BO3MOJKHOCTb IepesiaBaTh (pailibl.

OcHOBHBIE COBETHI 10 6€30MacHO paboTe ¢ ANMEKTPOHHON MOUTOM:



1. Hayo BbIOpaTh mpaBUIIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBII BEIOOD
OecCIuIaTHBIX IMOYTOBBIX CEPBUCOB, OJTHAKO JIYYIIIE TOBEPATh TEM, KOT'O 3HACIIb U KTO MEPBbIi B
pEeUTHHrE;

2. He yka3piBaii B TMuHOM MouTe TMYHYI0 nHpopmMaruio. Hampumep, stydmie BeIOpaTh
«MY3BIKaTBbHBIN _(haHaT@» mim «pok2013» BmMecTo «remal3»;

3. Ucnonb3yil ABYX3TallHYIO aBTOPU3ALIMIO. DTO KOTJa IOMUMO [apoJisi HY’)KHO BBOJAUTD KO/,
npucbUIaeMbii o SMS;

4. Be1bepu cIOKHBIN Tapoib. JJ1 KaK10T0 TOYTOBOTO SITUKA JIOJKEH OBITh CBOM HAJICKHBIMH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecTh BO3MO>KHOCTh HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ATy
BO3MOKHOCTb;

6. Mcnonp3yi HECKOJIBKO MTOYTOBBIX SIIIMKOB. [IepBBbIii 1Sl 4aCTHOM NEPENUCKH C aipecaTaMu,
KOTOPBIM ThI I0BEPSACIIb. ITO IEKTPOHHBIN apec HE HAJ0 HUCIIOJIb30BATh IIPU PETUCTPALIMHN HA

dhopymax u caiftax;

7. He oTkpeiBaii (haiisiel v Ipyrue BIOKEHUS B IUChMaX JIaXe €CJIM OHU MPHUIIUIA OT TBOUX
npysei. Jlydie yrouyHu y HUX, OTIIPABIISIA JTM OHU TeOe 3TH (aiiibr,

8. [Tocne okoHuaHus pabOTHI HA IOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKJIAJIKH C CAUTOM HE
3a0yap HaXXaTh HA «BBIATIY.

KubepOymnuHT miv BUPTyabHOE U3/1€BaTEIHCTBO

KubepOyimiHr — mpeciieioBaHie COOOMECHUSIMH, COICPKAIIUMU OCKOPOJICHHS, arpecculo,
3aIlyTUBaHKE; XYJIUTAHCTBO; COIIMATbHOE OOMKOTHPOBAHUE C TOMOIIIBIO PA3JINYHBIX HHTEPHET-
CEpPBHUCOB.

OCHOBHBIE COBETHI 110 OOPHOE C KHOSPOYIITUHTOM:

1. He Opocaiicst B 0oii. JIyummnii crioco0: TOCOBETOBATHLCS KakK ceOsi BECTH U, €CIIM HET TOTO, K
KOMY MOKHO OOpaTUThCSI, TO BHAYaIe YCIOKOUThCs. ECiM Thl HAYHENIh OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJILKO €llie OOJIbIIE Pa30siOKellb KOH(IIHKT;

2. Yrpasisii cBoelt Kubeppenyramnuei;

3. AHOHUMHOCTb B CETH MHHMas. CYI_I_IGCTBYIOT CITOCOOBI BBISICHUTDH, KTO CTOUT 3a aHOHHMMHBIM
AKKaYHTOM;

4. He crout BecTH XyIUTraHCKUi 00Opa3 BUPTyaJIbHOU )XKM3HU. IHTEpHET UKCUpYeT BCe TBOU
JEUCTBUS M COXPAHSET UX. Y AAJIUTh UX OyAeT KpaiHe 3aTpyJHUTEIbHO;

5. CoGumrofiaii cBOM BUPTYalbHYIO YECTh CMOJIOY;

6. Urnopupyii eanHn4HbIN HeratuB. OTHOpPa30Bble OCKOPOUTENIbHBIE COOOIICHNUS JIyYllle
UrHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcst Ha HayalbHOW CTaIuH;



7. Ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMU COOOIICHUSMU, B COITUATBHBIX CETIX
€CTh BO3MOYKHOCTh OJIOKMPOBKH OTIIPABKH COOOILEHHI C ONPECTICHHBIX a/IpECOB;

8. Eciu TBI cBUAETEND KNOEPOYIIMHTa. TBOM AEHCTBUSA: BBICTYIIUTh IPOTHUB MPECIIE0BATEN,
[I0Ka3aTh €My, YTO €ro JAEeWCTBUS OLICHUBAIOTCSI HEFaTUBHO, IOIEPKaTh KEPTBY, KOTOPOH
HYXHA IICUXOJIOTUYECKAst TOMOIIb, COOOIIUTE B3POCIBIM O (paKTe arpecCUBHOTO MOBECHUS B
CETH.

MooOunbHbIN TenedoH

CoBpemeHHble cMapT(OHBI U TUIAHIIETHI COAEPXkKAT B ce0e BIOJHE B3POCIbIA (DYHKIIMOHAM, U
Tenepb OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMIIbIOTEpaMH. OHAKO, CPENICTB
3alUTHI JUI TOJA0OHBIX YCTPOMCTB MOKAa OY€Hb Masio. TecTupoBaHUE U MOUCK YA3BUMOCTEH B
HUX NIPOUCXOJUT HE TaK MHTEHCUBHO, Kak Juis 1K, To jxe camoe kacaercss U MOOMIIbHBIX

MPUIIOKEHHHN.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl y)Ke MPaKTHUECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacmupenue GyHKIIHOHAIA BIEYET 32 CO00M OOJBITYIO CIIOKHOCTh M MEHBIITYIO 3aITUIIICHHOCTD.

Jlanexko He Bce MPOU3BOIUTEIN BBITYCKAIOT OOHOBIICHHUSI, 3aKPHIBAIOINE KPUTHUECKUE
YSA3BUMOCTH JJISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIJIs1 6€30TaCHOCTH MOOMIIBLHOTO Telle(oHa:

1. Hudero He siBisieTCSs TO-HACTOAIIEMY OecIiIaTHBIM. byib 0cTOpOXKEH, Beh KOT1a TeOe
MpeyiaraloT OECIUIaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHE-TO IJIATHBIC YCIIYTH;

2. Jlymaii, mpexie yem otrpaButh SMS, ¢oto mim Buaeo. Thl TOYHO 3HACIIIB, T/I€ OHU OYIYyT B
KOHEYHOM uTOre?

3. Heo0x0o1umMo 0GHOBIISTH ONEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoHa;
4. Vcrionb3yit aHTUBUPYCHBIE IPOIPAMMBI JIJIsl MOOUITBHBIX Telle(hOHOB;

5. He 3arpy>1<a171 MMPUIIOKCHUA OT HCU3BECTHOI'O UCTOYHHKA, BEIb OHHU MOTYT COACPKATH
Bp€AOHOCHOC IIPOIrpaMMHOC 06CCHC‘ICHI/IG;

6. ITocne TOro Kak Tl BBIHJCUIH C CaiiTa, i€ BBOHII JIMYHYIO HH()OPMAIINIO, 3aliI1 B HACTPOUKHU
Opaysepa u ynanu cookies;

7. HepI/IO,Z[I/ILIeCKI/I HpOBCprI KaKHC IJIATHBIC YCIYT'YM aKTUBHUPOBAHBI HA TBOCM HOMCPE,

8. laBaii cBOif HOMep MOOHIIBHOTO Tene(oHa TOJNBKO JTOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEpsielIb;

9. Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTJa Tl UM HE TIOJIb3Yyelibes. He 3a0biBaiil nHOT 12
MPOBEPSTH ITO.

Online urpsl

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPACOYHbIE, 3aXBaThIBAIOIINE pa3BiIeueHUs], 00bEeTUHSIIONINE
COTHHU ThICAY YEJIOBEK M0 BceMy MUpPY. Irpoku ucciaenytoT JaHHBIH UM MHp, 00IIat0TCs APYT ©



APYTroOM, BBIIIOJHAIOT 3aaHusd, CPpaAKA0TCA C MOHCTPAMU U MOJIY4arOT OIIBIT. 3a YAOBOJILCTBUC
OHMU IIIATAT: MMOKYIIAOT JUCK, OIIJIAYUBAIOT a0OHEMEHT WIIN Hpno6peTa10T KaKuec-TO OIIIHH.

Bce st CpCACTBA UAYT HAa NOAACPKAHNUC U PA3BUTUC UI'PbI, 4 TAKIKC HAa CaMy 0C301I1aCHOCTE:
COBCPHICHCTBYIOTCA CUCTEMBI aBTOPHU3allMH, BBITYCKAIOTCA HOBBIC IMATYH (III/I(i)pOBI)IG 3alljiIaTK1u

JUTSI TIPOTPAaMM), 3aKPBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B HO[[O6HI)IX HUIrpax CTOUT OMacaTbCAa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXKHu TBOCTO
mapoJisd, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpPU3ALIUU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0E30IIaCHOCTU TBOCTO HUI'POBOTO aKKayHTa:

1. Eciu npyro#t urpok BejeT ceds MI0X0 WK co3JaeT Tede HEMPUATHOCTH, 3a0JIOKUPYH ero B
CIIHCKE UTPOKOB;

2. Tloxanyiicsa aqMUHUCTpATOpaM Urpbl Ha TUIOXOE MOBEJCHUE 3TOTO UI'POKA, JKEJIATEIbHO
MIPUJIOKUTH KaKHe-TO JI0Ka3aTeIbCTBA B BU/I€ CKPUHOB;

3. He yka3sbiBaii ntuunyto uHbopMaluio B rpodaiine urpsl;
4. YBaxall Ipyrux y4aCTHUKOB I10 UIPE;

5. He ycranaBnuBaii Heo(uMagbHbIE TTATYH ¥ MOJIBI,

6. Mcnionb3yi CIIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMsl TPl HE CTOUT OTKJII0OYaTh aHTUBUPYC. [loKa ThI Urpaelib, TBOH KOMIBIOTED
MOTYT 3apa3HTh.

OuImUHT 1IN KpaXa JUYHBIX JaHHBIX

OObIUHOI Kpa)KefI JCHET 1 JOKYMCHTOB CETOJHA YK€ HUKOI'O HE YAWBHIIIBb, HO C Pa3BUTHEM
I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBINIJICHHUKHA MIEPEMECTUIINCHE B HMHTCPHET, U IMIPOA0JIKAIOT
3aHUMAThCS «JTFOOMMBIMY JCII0M.

Tak mosiBUIIack HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUILIKHT, TJIaBHAS 1e]Ib KOTOPOTO
COCTOHMT B MOJIYYCHHH KOH(UICHIIMATBHBIX JAHHBIX IT0JIh30BaTEJICH — JIOTHHOB W Tapojeil. Ha
aHrnuiickoMm s3bike phishing yntaercs kak ¢umuHr (ot fishing — peiOnas oS, password —
1apoJib).

OcHOBHBIE COBETHI IO OOPHOE € (PUIINHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecin Thl moi03peBaeliib, YTO TBOSI aHKETa Oblila B3JI0MaHa, TO
He00X01MMO 3a0JIOKHPOBATh €€ U COOOIIUTh aJIMUHUCTPATOpaM pecypca 00 3TOM KaK MOXKHO
CKOpee;

2. HCHOJ’ILByﬁ Oe3oImacHbIe BC6-CB.I>1TLI, B TOM YHUCJIC, HHTCPHCT-MAra3nHoOB 1 MOUCKOBLIX CUCTCM;

3. HCHOJ’ILByﬁ CJIOKHBIC U PA3HBIC I1ApOJIA. Takum 06pa30M, ecau Teos B3JIOMAroT, TO
3JIOYMBIIIJICHHUKHA TOJIY4YaT JOCTYIl TOJIBKO K OJTHOMY TBOCMY HpO(I)I/I.IIIO B C€TH, 4 HC KO BCCM,;



4. Ecnu Te0s B3MOMaIU, TO HEOOXO0AUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIC
no0aBeHBI y TEOS B IPY3bsIX, O TOM, YTO TeOs B3JIOMaIH U, BO3MOXKHO, OT TBOETO UMECHH OyJIeT
pacchUIaThCsl CIIaM U CCBHIJIKK Ha (DUIIMHTOBBIE CAWTHI;

5. Ycranosu HanexHsbIi naposib (PIN) Ha MoOHIbHBIH TenedoH;
6. OTKJII0YM COXpaHEHHUE MapoJs B Opaysepe;

7. He oTkpbiBaii ¢ailiibl ¥ qpyrue BIOKEHUS B MMChMaX Ja)Ke €CIIA OHH MPHIILTH OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TH (paiibl.

Hudposas pemyranus

Hudposas penyraus - 370 HEraTUBHAS WM NO3UTUBHAs MH(QOpMaIIMsI B CETH O Teoe.
Komnpomerupytomas uHGpopmaius pa3MelleHHasi B UHTEPHETE MOXKET CEphE3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOU ku3HU. «L{udposas penyranus» - 3T0 TBOH UMHJIK, KOTOPbII
(dbopmupyetcs u3 nHpopMalru o Tede B UHTEPHETE.

TBOE MeCTO KUTENTBCTBA, yueObl, TBOE€ (PMHAHCOBOE TMOJIOKEHNE, 0OCOOEHHOCTH XapakTepa u
paccka3bl 0 OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue noJIpocTKU JETKOMBICIEHHO OTHOCATCS K MMYOJUKalUK JTMYHON HHPOpMAaILNH B
WuTepHeTe, He MOHUMAs BO3MOXKHBIX TTOCIICACTBUN. ThI Ja)ke HE CMOXKEIIb IOTaAaThCs O TOM,
yTo poTorpadus, pasmerieHHas S JeT Ha3a/, cTajla MPUIMHOM OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapum, pasmenienne TBoux ¢oTtorpaduii U Apyrue 1eHCTBUS MOTYT HE UCYE3HYTh JaKe
MIOCJIE TOTO, KaK ThI UX yJaluilb. Thl HE 3Ha€lIb, KTO COXPAHUI 3Ty UH(OpMaIIHIO, ToNaNa JIu
OHa B MMOMCKOBBIE CUCTEMbI M COXpAaHWIJIACh JIM OHA, a TJIABHOE: YTO MOJAYMAIOT O TeOe
OKpY’Kalolllee JIF0/IU, KOTOpbIe HAalAYyT U YBUAAT 3T0. HaliTu nHbOpMaIio MHOTO JIET CITYCTS
CMOKET JII000i1 - Kak U3 100pbIX NOOYXACHUI, TaK U C HAMEPEHUEM NMPUUUHUTH Bpea. ITO
MOKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON peryTaluu:

1. [loxpymaii, mpesx/ie 4eM 4To-To MyOJIMKOBATh U NiepeaBaTh y ceOs B OJI0Te UK B COLUATBHON
CeTH;

2. B Hactpoiikax npo¢uisi yCTaHOBU OTPaHUYEHUs Ha IIPOCMOTP TBOETO MPOHIIS U €ro
COJICP’)KUMOTO, CIIENaid €ro TOJIBKO «UIS IPY3eh»;

3. He pa3memaii u He yka3biBaii nHGOPMAIIHIO, KOTOPas MOKET KOT0-JIMO0 OCKOPOJIATh WU
00MXKaTh.

ABTOpPCKOE IIPaBO
CoBpeMeHHbIEe ITKOJbHUKU- aKTUBHBIE T0JIb30BATENN IIU(PPOBOro npocrpancTBa. OgHaKko
JIaJIEKO HE BCE 3HAIOT, YTO MOJIb30BaHWE MHOTHMHU BO3MOKHOCTSAMH IIU(PPOBOro MHupa TpedyeT

CO6J'IIO,I[CHI/I$I IIpaB HAa UHTCIUICKTYAJIbHYTO COOCTBEHHOCTb.

TepMI/IH «UHTCJUICKTYaJIbHAaA COOCTBEHHOCTB)» OTHOCHUTCS K Pa3JIMIHBIM TBOPCHUAM
YCJIOBCUCCKOI'0 yMad, HaUMHaA C HOBBIX I/I306peTeHI/II71 M 3HAKOB, O603H3.‘-IaIOIJ_II/IX COOCTBEHHOCTh



Ha MPOJYKTHI U YCIIYTH , ¥ 3aKaHYMBAasi KHUTaMu, poTorpadusMu, KHHOPHIEMaMH U
MY3bIKAJIbHBIMU IIPOU3BEICHUSIMU.

ABTOpCKHE IpaBa - 3TO [IpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEACHHS HAYKH,
JUTEpaTypbl U UCKYyCcCTBA. ABTOPCKHE IpaBa BBICTYIAIOT B KAUECTBE TaApaHTHH TOTO, YTO
MHTEIJUICKTYaJIbHBIN/TBOPUECKUH TPy aBTOpa HE Oy/IeT HAlpacHbIM, acT €My CIIpaBeINBbIC
BO3MOXKHOCTH 3apa0b0TaTh Ha pe3yJabTaTax CBOETO TPY/A, IMOIyUHTh H3BECTHOCTh U IIPH3HAHUE.
Huxkro 6e3 pa3pemieHust aBTopa He MOXKET BOCIIPOM3BOIUTH €T0 MIPOU3BEACHUE, PACTIPOCTPAHSTh,
MyOJIMYHO IEMOHCTPHUPOBATH, IPOJABATH, HMIIOPTHPOBATH, ITYCKAaTh B MPOKAT, TyOJINYHO
WCTIOJHATD, TIOKA3bIBaTh/UCIIONHATH B dHpe WK pa3MmemaTs B IHTepHeTe.

Hcnonb3oBaHne «MpPaTCKOr0» MPOrpaMMHOT0 00ECTIEYEHHS] MOYKET MPUBECTH K MHOTUM
pHUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHU TBOETO YCTPOMCTBa, /i€
YCTaHOBJIEHHBIN He JierajibHas mporpamMma. He cTout taxke 3a0bIBaTh, 4YTO CYIIECTBYET
JierajgpHble U OecIIaTHbIE IPOTPaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane
CeteBUYOK.p( - TBOM TJIaBHBIA COBETYMK B CETU. 3/1€Ch Thl MOXKEIIb y3HATh O O€30TaCHOCTH B
CETHU MOHATHBIM U JOCTYITHBIM SI3bIKOM, @ TP BOBHUKHOBEHUH KPUTHYECKON CUTYyalluU

00paTUTHCS 32 COBETOM. A TaKkKe MPUHSATHh y4acTHE B KOHKYpCaxX U CTaTh CaMbIM LIU(PPOBBIM
IrpaklaHUHOM !

[Tucemo Muno6pnayku Poccuu ot 14.05.2018 Ne 08-1184 "O nanpasiennu uHbopmarim"



